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Our Team

Persistent Cyber Threat Hunters
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Gggé Found in 2017 ) ‘)‘:“ (@ 300+ IR cases )
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+ $6 trillion: damages from cybercrime (BlackFog)

I

+ $102.3M ransomware transactions per month (US Treasury Department)
+ $4.62M cost of a ransomware breach (IBM)

o $4.24M cost of a data breach (IBM)

+ $1.85M solving a ransomware attack (Sophos)

+ Kaseya, Colonial pipeline, Delta Electronics, etc.

Breaches keep happening &

damages keep increasing.




= P RIREREF?

TEAMT5

*iﬁ%’)(ﬁlz‘z&

DY "'(\
\‘A»



IBEFTEETE

PNRET R

HIMNARIE S




NRBHIEE
Tips



GEIES
L

IRiR FR B

HIER M ERTR
Rk » WHIT
% 3 Bt

RBAAEENTE
BYBRES - R HE
L TR

BB BGCPOE

E » “Block all
connections”

PR 2 AR

% 0 o] LU EE

o BRERFESE o
E5t=(BCP)ETT

o RETEMHERR)
PEEBLIRE) > »
FRE (B E)

9P T ERIER
sCER » BEER S
ERE B N0 BRI
1]

BRI Bl
'**%LL (3

2

=B KEACER

TH¥ B RoHE 23 o BBEHETE]E
(server)iE(T EDR  IPSZ » &
Memory dump » BRI ¥IEIKRE
Image ~ Log#y HIBFZR

TS

B8 T I S T 52
ISEEED
ar.

B SIE?

L
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o WERWINBHVELN0EE + Domain Adming928 o REHREHEREN o SENBRIXGEIMIE

B —3 a9 E B (SCITERR) » SE A —IE BEEHRE » BERD
S EIE IO RES o DERERRE % RV RENEE2WER
miEEBREERENR o KrbtgtZBHEE MR HBRIEEIZEBIRTE i3
BITER (BH&+/\8F)
o FRERBEMERMRK o HEFBR/ANEZIE
o BARATBNRIRBHIS s j&&Domain Admin g2 (B RIK)
BRIEBRBE—R REMSRERGroup
+ Microsoft Safety KT 258 #Hhigs o WRBHEAIRSSEH
Scanner* FRFMRSE E » ofLIRIE SRR
FANABRFERIR

*https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=0365-worldwide



https://docs.microsoft.com/en-us/microsoft-365/security/intelligence/safety-scanner-download?view=o365-worldwide
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Log (Windows event log, Bh:N#Slog, Exchange log----- )

BERMENTITIBEY Powershell script
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+ Windows
+ https://github.com/CyberDefenselnstitute/CDIR
+ Exchange IIS log/ mail log

o Linux
+ https://github.com/tclahr/uac
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+ Event log 4688
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https://github.com/CyberDefenseInstitute/CDIR
https://github.com/tclahr/uac
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+ 23 Megatools, dropbox EE 1% ERARNE R K

o BEZEENEBEFE—L config BE > AL L EEEMME TS
#compromised Y&
+ 3518 event log » HERBE(F A BHMLERSEEITIEQEZ R LS

I THEIA
+ &2 TH : mimikatz, Rubeus, Impacket, LOLBAS::: -
+ $%P9523 : CobaltStrike, Metasploit, TrickBot:----
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BREESHARETA
« KEEAEEEvent log (BIEEEKRE)
+ Eventlogid: 4624, 4625

o ERZSERRIEITA
RERSEFHIESERIVIRTEHRFTHEIDAdomainf)Fss

o W08 » BOTLIEIRSESK 2 ZF OHIRE
RESSBEE B MEREE(registry)

o BEBREER K persistencedIiHl
RERSHEREVATAE

o ERRBEIRBEEDL » LUERRHEEREFER
RERSHELREREVEAENSREE

+ PSEXEC -~ Anydesk
B BB E#R(Timeline)
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Conti leaks

& <FRI(Hacker’s quickstart guide)

+ |lOT devices are a major initial attack surface.

+ Printers, routers, smart firewalls, PLCs
+ RDP is recommended as an "initial backdoor.
+ Legitimate services such as VPN and RDP help to achieve an “ideal backdoor”
+ Active Directory / Domain Controllers are often the primary target before

achieving persistence
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A — A% E#E9BH AHEIR BIERE (Windows Firewall) » fEfEinbound E#R
+ SMB (TCP/445, TCP/135, TCP/139)
» RIGEB(TCP/3389)
+ WinRM/Remote PowerShell (TCP/80, TCP/5985, TCP/5986)
« WMI

ZRT(LZEEAWINRMIhEE
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sHEE"—ARPC” LR IERif
+ ADMINS$(F8R5PsExec), C$ IPC$
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— g PCsk 2T {Eib(server)

o BORTTLL » FREFABINbound;:EFR(FR ) »
REZEBIAD, File serversi HARIEF)FIEBEE g woms rovetvan oo sty povies ot sy for Widows conpie
IP

» PRIE2EHEFAA(Private)EE /N (Public)iR EfSHy | Overview

284> > DomainBIEE R A PEE » LA BEEEME | JomanrotelsAdve

PRIETTIESE

o W0RART1T » Z¥Esmb, rdp, WMI, WinRM,

powershellfEEinboundf;E#R
FEE S ERTANSERITEIOHEINER
+ powershell.exe
+ bitsadmin.exe
s CSript.exe
+ WscCript.exe
+ Certutil.exe

’ LN ]

&% Windows Firewall is on.
‘@' Inbound connections that do not match a rule are allowed.
'@' Outbound connections that do not match a rule are allowed.

Private Profile

¥ Windows Firewall is on.

®© Alinbound connections are blocked.

'@' Outbound connections that do not match a rule are allowed.

Public Profile

0 Windows Firewall is on.

O All inbound connections are blocked.

‘@' Outbound connections that do not match a rule are allowed.



RDP{REE

3R i B RJE (Remote Desktop Gateway)

WRATT

o NAZEEREE(Multi-Factor Authentication)
+ RADIUS

» X IR IR B 1585 E(Network Level Authentication)
o TR T NMGER

« ZIREBIEBE N (Restricted Admin mode)

+ [R&I S RIRIEZBRDPE A
+ =ERdomaintksE
+ Local admin
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1. F8PBA local admin BFIA (REBERNB)
o (BBGCGPORTE » TNEEEAMIKRIEE AT |domainBIE L)

2. PR#8 Domain Admin BY4#ER
o DEHFREIRSREI T BIRSE

+ H&{R Domain Admin BeEEAFFoIBI T {EiL » % credential BEE RS

3. RDP (Rl
+ AR ERDP ADHIEEEE A Bkt i
(R EZE B Es/IRSREPBERDP AD » BIMHEBBE)
+ PAW(Privileged Access Workstation)
4. Domain Admin IRSEETE
+ IRSEEBHDRI”Protected User”&t#8
» BIRSEEZE A “sensitive & cannot be delegated”
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5.

6.

7.
8.

0.

10. RHIER B EHITHEERS AD b

DomainSR B — R EAEAERI0#23H domain (Add workstations to domain)
BYHERR (F8BH KrbRelayUp HKzE)

&=/ Wdigest B8z
s “SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest\

SLeo

UselLogonCredential” 3274 O
B SMB & (SMB Signing)
BIF LDAP #ZZ(LDAP Signing)
NEE AD LREFS=ANEI » WRABEEM Solution FLH5h

+ AppLocker
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faBhLocal admin& & — LAPS (option1l)

1. ATHEERE » IRZ{1E89 Local Admin .4 Local’Admin

2. LAPS(Local Administrator Password
Solution) » {HER AR

Local’Admin
3. WIRZEEAERMKRITEEIEE solution » 58 ,
ZUEZEFER

4. MIEREERHVIER#ER(Extended Rights)
+ SRERBADOE » IABEERRAANEE

5. FBGPORTEE G EME M EHABIHE
6. FEIRLAPSHIEENFERR

/

Local Admin
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¥aBhLocal adminE &R (option2)

S-1-5-113 NT AUTHORITY\Local account All local accounts
S-1-5-114 NT AUTHORITY\Local account and All local accounts with the administrator
member of Administrators group privileges
- 3N : 2= s
1. EFBGPORHILocal AdmintERTaBI QB E) » FEEALI TR
+ SeDenyNetworkLogonRight 88 Comie Confuraon T e — P Crp—
= Pob;m e Deny kog 0n a5 a batch job Administrator NWTRADERS Administr ator
. © e Deny log on 85 8 service Administrator, NWTRADERS \Administrator
+ SeDenyBatchLogonRight 5 1 Windows st Oen o n vouh Rt Ok Seves Ndneiatr NWTRACERS st
B Ns:::m/;::m) Access Credental Manager a5 2 trusted caler Not Defined
. . Y Access ths ter from the network Not Defined
+ SeDenyServiceLogonRight d Tl At partof e cowag e ot efed
- -%’ icanaas wmummdo?m uozoem
. o B 3 AGHST memor 1as for & process Not De
+ SeDenyRemotelnteractiveLogonRight e | aoemnay Mot efed
® 3 Seauity Optons Alow g on through Remote Desktop Services Not Defined

+ SeDebugPrivilege
2. BIAERERPZFHIFIEIRRHI(VUAC restrictions)
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ZE B - BE K CVE 1962 » #2HR L patch
RIS IR AR E S EERIEIRS (QMSA)

+ EHARFE:NS application pool, Exchange service, Scheduled Tasks

o BRSO LIEE gMSA BIIRSE

FiRDomainEBEEB2ERA NTLMv2 £ Kerberos 83, 555 LM/NTLMv1
BFFR krbtgt BIEERMAXR » 2HB Domain admin IREEEFEDR RN

Admin T{Eu5Ed DC

+ 12FA"NetBIOS over TCP/IP”
+ FRALLMNR

+ FRAWPAD
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+ Group Managed Service Accounts(gMSA)
« BT XBEBEHBRABIE(240-byte)
+ BB EZ G {AAREE » X#&load balance

Name Description

Q Smart Card Device Enumeration Service SQL Server (SQLEXPRESS) Properties (Local Computer) X Btoa
-S\) Smart Card Removal Policy sma
€1 SNMP Trap General LogOn Recovery Dependencies ok |
Q Software Protection
Q Spatial Data Service
Q Spot Verifier

| IﬁSQL Server (SOLEXPRESS)
Q SQL Server Agent (SQLEXPRESS) @) This account: MARVEL\gMSAShareU$ " Browse..
51 SQL Server Browser ’
‘€. SQL Server CEIP service (SQLEXPRESS) Password:
Q SQL Server VSS Writer Confim password: | sugh
Q SSDP Discovery very
-5 State Repository Service .

Log on as: S

(O Local System account

Allow service to interact with desktop

Lpid t
tion

Q Still Image Acquisition Events Its.
Q Storage Service € ex|

-S\) Storage Tiers Management ge 5j



AD &

Indicators

50

100

> 1 3
oA TEAMTS
‘Q;’ WK E 2

Ping Castle*

Bloodhound**

Domain Risk Level: 96 / 100

It is the maximum score of the 4 indicators and one score cannot be higher than 100. The lower the
better

Compare with statistics

Privacv notice

Stale Object : 96 /100

~

N\

computer objects

o Directory

It is about operations related to user or

Privileged Accounts : 40 /100

It is about administrators of the Active

10 rules Trusts : 0 /100 0 rules |
matched . . .
‘ itis about Pre-Built Analytics Queries
—— . Directories £ing all Domain Admins
3 rul _ Find Shortest Paths to Domain Admins
ru is " Anomali Find Principals with DCSync Rights
matche Users with Foreign Domain Group Membership
It is about

Groups with Foreign Domain Group Membership
Map Domain Trusts

*https://pingcastle.com/
** https://github.com/BloodHoundAD

Shortest Paths to Unconstrained Delegation Systems
Shortest Paths from Kerberoastable Users

Shortest Paths to Domain Admins from Kerberoastable Users
Shortest Path from Owned Principals

Shortest Paths to Domain Admins from Owned Principals
Shortest Paths to High Value Targets



@ ThreatSoNars

ANTI-RANSOMWAIRE

Designed for APT & Ransomware Protection



ThreatSonar Anti-Ransomware

. ZeroTrust : . Suspicious :

: Real-Time .';
. Quarantine ;

. Intelligence

: Deception : . Recovery :
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Persistent Cyber Threat Hunters



